New
Wednesday
Hours:

Magnolia Federal
Credit Union
Announces New
WEDNESDAY Office
Hours For ALL
Locations

Effective Wednesday,
August 2, 2006

all offices of Magnolia
Federal Credit Union
will open at 10:00 a.m. on
Wednesday mornings.

All other office hours

remain the same.

Quarterly
Newsletter
for Members
of Magnalia
Federal Credit
Union

Protect Yourself From Identity Theft

LAST YEAR WE REPORTED THAT THE NATIONAL CREDIT UNION ADMINISTRATION (NCUA), AN
agency of the federal government had been “phished” (fraudsters using a company’s name, logo

and website elements in an e-mail or other
Internet solicitation to extract personal
account information). Recently, Statewide
Federal Credit Union located in Flowood,
Mississippi, found itself facing the same
situation. In Statewide’s case, a member
satisfaction survey offering a cash incen-
tive, was distributed via an email message
that contained Statewide FCU’s name and
logo. Upon completing the survey, the

Although “phishing” is an
increading problem, believe
it or not, moot (dentity
theft is not committed
in cyberspace.

survey respondent was asked to enter their
account number and PIN to facilitate the
deposit of the cash incentive into the
respondent’s account. Luckily, only one
member is believed to have fallen victim.
Although identity theft involving
“phishing” and “pharming” (using soft-
ware to spread computer viruses that col-
lect personal data) is an increasing prob-
lem, believe it or not, most identity theft is
not committed in cyberspace. Today, most
identity thieves still rely on tried-and-true
methods to get their hands on your per-
sonal information. Conventional methods
such as lost or stolen wallets, misappropri-
ation by family and friends, and theft of
paper mail are among the most common
ways thieves gain access to information
about you, including your name, address,

driver's license number, Social Security
number, mother's maiden name, birth
date, or financial information such as your
bank account, credit card, or PIN number.
Take a bite out of identity theft by
protecting the fol-
lowing sources of
information:
B Wallet or purse.
Carry only those
credit and ID cards
that you need.
Memorize PINs—
don’t have them writ-
ten down anywhere in
your wallet or purse.
Make sure your Social
Security Number is
not on any type of ID
you carry.
B Mailbox. Pick up your
incoming mail as soon
as possible. The longer
it sits in your box, the
greater the chance that
it will be stolen. When regular bills
don't show up when you know they
should, follow up with the company.
Replace paper invoices, statements and
checks with electronic versions where
possible by enrolling in online banking,
eStatements, electronic bill payment ser-
vice and direct deposit. Check your
credit card bills and checking account
statements carefully every month, look-
ing for activity you don't recognize.
When you reorder personal checks,
arrange to pick them up instead of hav-

ing them sent to your home. Take your
outgoing mail either to a local post
office or deposit it in one of the postal
service boxes in your neighborhood. If
you leave outgoing mail in your

own mailbox, you give a thief the oppor-
tunity to steal account numbers, checks
and other valuable information.

B Glove compartment. Clean out items
imprinted with personal information
such as vehicle registrations, insurance
cards, old bills, and credit card receipts.

B Trash. Shred all sensitive documents.
Destroy any unwanted credit card offers
received in the mail.

m You. The easiest way for a thief to steal
your identity is to ask you for it. Never

@ Continued on page 4
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