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Beware of Spyware...Keyloggers too!

UST WHEN YOU THOUGHT YOU WERE WEB SAVVY, ONE MORE PRIVACY, SECURITY, AND
functionality issue crops up — spyware. Installed on your computer without your consent,

spyware software monitors or controls your computer use. It may

be used to send you pop-up ads, redirect your computer to websites,

monitor your Internet surfing, or record your keystrokes, which, in
turn, could lead to identity theft. :

If you think your computer
might have spyware on it,
immediately stop shopping,
banking, or doing any
other online activity...

All computer users should take pre-
ventive steps to avoid spyware, get wise
to the signs that it has been installed, and
then take the appropriate steps to delete
it. Protecting your personal computer
from spyware also helps protect your
credit union’s computer system, espe-
cially if you utilize online banking.

m The clues that spyware is on a com-
puter include:

* Barrage of pop-ups.

* Hijacked browser — that is, a browser that takes you to sites
other than those you type into the address box.

* A sudden or repeated change in your computer’ Internet
home page.

* New and unexpected toolbars.

* New and unexpected icons on the system tray at the bottom of
your computer screen or on your desktop.

* Keys that don’t work (for example, the “Tab” key that might
not work when you try to move to the next field in a Web form).

* Random error messages.

* Sluggish or downright slow performance when opening pro-
grams or saving files.

m To lower your risk of spyware infections:
* Update your operating system and Web browser software,
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and set your browser security high enough to detect unauthorized
downloads.

* Use anti-virus and anti-spyware software, and update them
all regularly.

* Download free software only
from sites you know and trust.
Enticing free software downloads
frequently bundle other software,
including spyware.

* Don’t click on links inside
pop-ups.

* Don't click on links in spam or
pop-ups that claim to offer anti-spy-
ware software; you may unintention-
ally be installing spyware.

* Install a personal firewall to
stop uninvited users from accessing
your computer.

* Back up your data.

If you think your computer might
have spyware on it, immediately stop
shopping, banking, or doing any
other online activity that involves
user names, passwords, or other sen-
sitive information. Confirm that your
security software is active and current
and run it to scan your computer for viruses and spyware, deleting
anything the program identifies as a problem.

How to Report if You Have Been
a Victim of Spyware

If you believe your computer has spyware, the Federal Trade
Commission (FTC) wants to know. The FTC requests that you
complete a Complaint Assistance Form, which can be accessed by
clicking the link on the FTC% complaint assistance website at www.
ftecomplaintassistant.gov.

More Identity Theft Information

More information about Identity Theft, spyware and keylogging
can be found by visiting www.magfedcu.org and clicking on the link
to Identity Theft 911 Resolution Services.
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2009 Holiday
Closures

Memorial Day
® Monday,
May 25

Independence Day
H Friday,
July 3

Lahor Day
® Monday,
September 7

Columbus Day
® Monday,
October 12

\leterans Day
® \Vednesday,
November 11

Thanksgiving
B Thursday,
November 26

Christmas Eve
B Thursday,
December 24,
closing at 1 p.m.

Christmas
W Friday,
December 25

By Steve Pollman

IT SEEMS EVERY TIME WE TURN ON THE TV OR RADIO THESE DAYS, ALL WE GET IS BAD NEWS.

Credit Unions have perhaps been the one piece in the financial sector with a positive influence.

Corporate Credit
Unions in the News

As an industry we've been safe and strong;
well capitalized; had money to lend; and
continued to pay interest rates well above
the competition. Nothing has changed

in this regard, especially in relation to
Magnolia FCU.

However, if you saw the national news
recently regarding the NCUA putting
“two major credit unions into conser-
vatorship” you may have some concern,
and perhaps some unanswered questions.
For this reason, I want to address this
issue and assure you that your credit
union...Magnolia Federal...is strong and
well positioned to assist our members in
weathering this economic downturn.

On Friday, March 20, 2009, the
National Credit Union Administration
(NCUA), which is the agency of the US
government charged with the responsibil-
ity of oversight and regulation of credit
unions, took control of two “corporate”
credit unions—US Central FCU in
Lenexa, KS and WesCorp FCU in San
Dimas, CA. Neither of these institutions
are regular credit unions, but are part of a
small group of “corporate” credit unions.
Corporate credit unions do not have real
people as members, but exist solely to
provide liquidity, investment, and pay-
ment services to real person credit unions,
like Magnolia FCU. The NCUA did not
close or liquidate these two credit unions,
but simply took direct control over their
day to day operations. Although Magnolia
FCU had no funds on deposit in either of
these two institutions, the NCUA extend-
ed the insurance coverage on deposits
which regular credit unions have in the
corporate credit union system, so all funds

on deposit with these two credit unions

are protected by the full faith and credit of

the US government.
So, why did the NCUA take these

unprecedented actions? They did it

to maintain complete transparency as
they worked to keep the entire credit
union system functioning normally. Of
the two, US Central FCU, is the larg-
est and serves as a central credit union
providing services primarily to the 28
other corporate credit unions. WesCorp

For us, and our mem-
berd, it is business as
usual. We will continue
to provide the same
great dervice that you
have come to expect.

FCU is one of the larger corporates and
primarily serves credit unions on the
west coast. Because of their nature, these
corporates operate in the capital markets
and hold highly rated, investment grade,
securities in their investment portfolios.
Unfortunately, through no real fault of
the corporate credit union, the mortgage
crisis and the subsequent fall out in the
mortgage backed securities markets,
resulted in some actual losses which have
had to be realized. The NCUA continues
to monitor the situation and is working
to maintain, and even improve, the safety
and soundness of the credit union system.
Corporate credit unions are a neces-
sary part of the credit union cooperative

system. Magnolia Federal is a member of
Southeast Corporate FCU. They provide
payment services such as the collection

of checks you deposit and the transfer of
money within the entire financial system;

investment services, so we can put to work
member funds which we have not lent to
other members; and liquidity so that we
can meet the loan and deposit needs of
our members as they occur.

Obviously, the credit union system has
not been immune to the financial crisis.
The various corporate credit unions are
making some necessary adjustments. As
members of those corporates, regular
credit unions will support them and do
what is necessary to keep them healthy
and viable. The good news is that the
credit union industry is well capitalized
and can comfortably handle the situation.
For us, and our members, it is business
as usual. We will continue to provide the
same great service that you have come
to expect and you can rest assured that
your deposits are insured and safe with
Magnolia FCU.

Magnolia Federal Credit Union...
beyond banking, belping member-owners
succeed.
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